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Motivations and results



NIST POST-QUANTUM CRYPTOGRAPHY STANDARDIZATION
PROCESS, 2016—2025-7?

» mathematical problems resistant to quantum computer.

» 4 Rounds since 2017.
» first selection for standardization in 07/2022, FIPS standards:

» 1 lattice-based KEM: ML-KEM";
> 2 lattice-based signatures: ML-DSA, FN-DSA?;
» 1 Hash-based signature: SLH-DSA3.

» 1 code-based KEM selected two days ago: HQC-KEM* (my guess for the name).

TFIPS 203 and FIPS 204 Module-Lattice-Based KEM and DSA Standard, 08/2024.
2FIPS 206 Fast Fourier Transform over NTRU Lattices DSA, under development
3FIPS 205 Stateless Hash-Based DSA Standard, 08/2024

“Hamming Quasi-Cyclic, selected on 11/03/2025
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» 1 lattice-based KEM: ML-KEM";
> 2 lattice-based signatures: ML-DSA, FN-DSA?;
» 1 Hash-based signature: SLH-DSA3.

» 1 code-based KEM selected two days ago: HQC-KEM* (my guess for the name).
Most important parameter for the choice: confidence in the security of the scheme.

TFIPS 203 and FIPS 204 Module-Lattice-Based KEM and DSA Standard, 08/2024.
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NIST CALL FOR DIGITAL SIGNATURES

Additional Digital Signature Schemes, 06/2023-

» 10/2024-. Round 2 ongoing.
» 14 submissions, with:
> : MAYO, QR-UOV, UOV, SNOVA:;
» code-based Signatures: CROSS, LESS;
» Symmetric-based Signatures: FAEST;
» Lattice-based Signatures: HAWK;
> |sogeny Signatures: SQlsign.
>

MPC-in-the-Head Signatures: ~ Mirath, MQOM, PERK, RYDE, SDitH.
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» code-based Signatures: CROSS, LESS;

» Symmetric-based Signatures: FAEST;

» Lattice-based Signatures: HAWK;

> |sogeny Signatures: SQlsign.

>

MPC-in-the-Head Signatures: ~ Mirath, = MQOM, PERK, RYDE, SDitH.

based on random MinRank instances /
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THE MINRANK PROBLEM

> Input:integersr,m,ncN, and K matrices M,,..., My € Fg'™"
» Output: (Xq,...,Xk) € Fq, not all zero, such that

def K
Rank | My = ZX,’M,‘ <r.
i=1
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THE MINRANK PROBLEM

> Input:integersr,m,ncN, and K matrices M,,..., My € Fg'™"
» Output: (Xq,...,Xk) € Fq, not all zero, such that

def K
Rank | My = ZX,’M,‘ <r.
i=1

NP-complete problem Buss, Frandsen, and Shallit (1999),
used to cryptanalyse various and code-based cryptosystems,
This is exactly the decoding problem for matrix codes,

Generalized MinRank Problem: the entries of My are polynomials of degree D in
the X variables.
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ESTIMATE THE COST OF SOLVING THE MINRANK PROBLEM?

Algebraic Modeling Ideal Variety
{fr,....fm} CR=K[X] I =, fm) V(I)
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ESTIMATE THE COST OF SOLVING THE MINRANK PROBLEM?

Algebraic Modeling Ideal Variety
{fr,....fm} CR=K[X] I =, fm) V(I)

> K-Vector spaces .7, % (mf; : m monomial,deg(mf;) = d)k, d > 0.

> I = <f1a---,fm> = ®q-Ld

» Lazard (1983) and Giusti (1984): linear algebra — basis of all .74 up to degree
Ds — Grobner basis of .# — solutions of the system.

» Hilbert Series for a system with generic coefficients

HSr).#(t) = Y dimg(R/.7)qt?
deN
provides an upper-bound on Ds for generic systems.
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ALGEBRAIC MODELINGS FOR MINRANK: Rank (My) <r

» Kipnis-Shamir modeling (Kipnis and Shamir (1999))

My <’icr) =Omx(n_r), CEK™" x,eK (KS)
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ALGEBRAIC MODELINGS FOR MINRANK: Rank (My) <'r

» Minors modeling (Faugére, Safey El Din, and Spaenlehauer (2010))
Minors,q (Mx) =0 (Minors)

4 )

HSMinors (t) = [det(B(t"))m - tD)<mr><nr)]
N

(1-t)¥

n—i\/m-—j\,,
where B(t) = ( . )( )t
<1§O C4+]—1 J4 r<ij<r

G J

» The complete Hilbert Series is known, genericity is proven for K > (m—r)(n—r).

Bardet, Gilard — JNCF 2025 6 /22




SUPPORT MINORS MODELING

— F —
[ — N ——
T
Mx=m| s X C r
l !
» Support Minors modeling (Bardet, Bros, et al. (2020))
Minorsy; 4 <(M’é)fv*> =0 vj e {1..m}. (SMm)

with a change of variables for the minors variables cr = det (C. 1),
TCc{1.n},#T=r.
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— F —
[ — N ——
T
Mx=m| s X C r
l !
» Support Minors modeling (Bardet, Bros, et al. (2020))
Minorsy; 4 ((M’é)fv*> =0 vj e {1..m}. (SMm)

with a change of variables for the minors variables cr = det (C. 1),
TCc{1.n}, #T=r.

» the equations are bilinear in the X and cy's — bi-grading in (dx, dc).

» The first terms of the bi-Hilbert Series are conjectured for d. =1,dx <r-+1.
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THIS WORK: HILBERT SERIES FOR SUPPORT MINORS

» R =K][X,Cr] the algebra generated by the X variables and the minors Ct of C,
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THIS WORK: HILBERT SERIES FOR SUPPORT MINORS

» R =K][X,Cr] the algebra generated by the X variables and the minors Ct of C,
> I = (SM)r = Dd, d. Tdy.der Pdec = Dby Tely.der

4 )
det(By,(tP))(1—tP)(m=n(n-=")
HSK[X][CI]dC/de (t) = [ (1—t)K
+
nide—i \ (m—dc—j\.,
where By (t) = ( ( . )( )t .
Z; /€+dc+]_’ E 1Si7j§r
1\ J

» genericity proven for K > m(n —r), conjectured otherwise.
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Outline of the proof
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TRANSFERING DETERMINANTAL PROPERTIES, d¢ FIXED

Cia - CGin Uia oo Uap

A | : c
=1 : S EL A S B (U)
Cra - Crn Una -+ Umn
» We compute the Hilbert Series of the Determinantal — HS(t)
Support Minors ideal in K[U][Cr]q,
. . 1
» weight D on u;; + add the K variables X — HS(tD)Tt)K

. . . 1—tPymn
» We add mn generic forms® in the X and U variables, they — HS(tD)(t?<
are non-zero divisor at least® for K> (m+r—r)(n—r) (1-1%)

Over K, the set of systems with u;; polynomials in X having the same Hilbert Series

is @a non-empty open Zarisky set.
5The coefficients are new variables b, ¢, we compute in K(b,c)
bitis true in K(b,¢)[U,C]
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MINORS AND BIVECTORS

Uig oo Ugp

» (alb) =(ap,...,a4|bs,...,bp) = minors of U with rows indexed by a and columns
indexed by b.
1<a1<@<---<ap<mand1<b;<b, <---<bp<n.

Ujq Uip Uq3
(4,2,11,2,3) represents the minor (U, Usp Ups|.
Uga Uuo Ug3
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PARTIAL ORDER

Partial order on the sets of all minors of U
(@p,....Q4|b,....,bp) < (0s,---,0u|Bs,- -, Bs) if and only if:

» p>s,and

» g;<qjand b; < B forall1<i<s.
\ J
Examples

> (4,2,11,2,3) < (5,2(2,3) < (5,4[3,4)
> (4,3,11,2,3) £ (2,1[2,3)
> (5,2]2,3) £ (5,1[2,3)
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STANDARD MONOMIALS

[ Y =1--- 1 is a Standard monomial if 3 <--- < 1 with % minors of U. J
5 (13|21 1123 |4 » shape (3,2,2,1),
e 1123 » length 4,
» degree 8.

» Standard monomials form a basis of K[U] as a K-vector space.
» Straightening law to rewrite non-standard monomials.
» The number of standard monomials of a given shape is known.
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GENERATING SET FOR THE SUPPORT-MINORS IDEAL

e R
Lemma: the standard monomials with left tableau

r|...| 1

<r
form a K-basis of the ideal (SM)ky ¢- . —
\_ V,
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e N\
Lemma: the standard monomials with left tableau

<r
form a K-basis of the ideal (SM)xy c,- . _
. y,
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~ ™\
Lemma: the standard monomials with left tableau

dc

<r
form a K-basis of the ideal <SM>K[U7CT]dC' . =
\_ y,
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( )
Lemma: the standard monomials with left tableau
r 1
dc
r 1
- B =
form a K-basis of R/(SM)xu ¢/, -
_ J
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SUPPORT-MINORS HILBERT SERIES

e N
Theorem (B., Gilard). For all d. > 1, we have:

HSkiu,, /.75 () = Y Mg g,
dy,>0

where

m—j n—j
m det det [ j—i
du,dc Z € (|: l) +} })1§1,}§r € (|:V(I)+dc +j—’:|>’l§l,]§r

vady
al| (a+b
b| \ b
The sum is over all shapes that have degree d, and indices in {r+1..r+ m}.
\_ J
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COMPACT FORMULA

Factorization as a determinant with the Cauchy-Binet Formula Galligo (1983)
+ Saalschitz formula Gessel and Stanton (1985):

e ™
Foralld, > 1,

det(By,(t))
(1 _ t)(m+n—r)r

m—i n—j ¢
whereAdc(t):(Z[ ][ , ]t)
= l C+de+j—Ii .
n+de—i m—dc—j\
andBdc(t)=< ( )( )t
g;, O+dc+j—i ¢ \<ij<r

\ J

HSK[U]dC/ydC (t) = det (Adc(t)) =

Bardet, Gilard — JNCF 2025 18 [ 22



Examples
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MIRATH-V (M =n=22,r=6,K=(m—r)(n—r)—1, Fqg)

=<6 T T T
400
300 — C Minors
S} — C Support-Minors
&0
2 200
dyeg Minors
100 +d7pg Support-Minors
O | | | |
0 5 10 15 20
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PARAMETERS FOR MIRATH WITH SUPPORT MINORS

Before This work
Security level | m | n | K | r || logy(C) | dc | dreg | G | log,(C) | dc | dreg |
NIST-I 16 | 16 | 143 | 4 166 1 2 8 164 1 6 5
NIST-1II 19|19 (195 | 5 227 1 6 227 1 6 |7
NIST-V 22 (22 | 255 | 6 301 1 1 | M 298 1| 10 |7

2

n\? (K+deg—1\" . : .
» C=3K(r+1) with the Wiedemann algorithm.
r dfé‘g

» C(m,n,K,r)=q*C(m,n—a,K—am,r) (Bardet, Briaud, et al. (2023))
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CONCLUSION AND FUTURE WORK

v

We computed the Hilbert Series for generic Support Minors ideals.

Those results comfort the choice of parameters for Mirath and the security of
the scheme.

By-product: the equations Minors xCr are in SM for any Cr at degree (r+1,1).
Experiments for d. = 1 for small values of n up to large dy.
Experiments for d. > 1 will need the relations between minors.
Fs criterion to construct full rank matrices?
arxiv.org/abs/2502.12721

v

vvyyy

Bardet, Gilard — JNCF 2025 22 /22


arxiv.org/abs/2502.12721

PQ
TLS

This research was funded by the French Agence Nationale de la Recherche and plan
France 2030 program under grant ANR-22-PETQ-0008 PQ-TLS.



Rbeamer>

[3

B

BARDET, MAGALI, PIERRE BRIAUD, ET AL. (2023). “REVISITING ALGEBRAIC ATTACKS ON MINRANK
AND ON THE RANK DECODING PROBLEM”. In: Designs, Codes and Cryptography 91,

pp. 3671-3707.

BARDET, MAGALI, MAXIME BROS, ET AL. (2020). “IMPROVEMENTS OF ALGEBRAIC ATTACKS FOR
SOLVING THE RANK DECODING AND MINRANK PROBLEMS". In: Advances in Cryptology -
ASIACRYPT 2020, International Conference on the Theory and Application of Cryptology
and Information Security, 2020. Proceedings, pp. 507-536.

BUSS, JONATHAN F., GUDMUND S. FRANDSEN, AND JEFFREY O. SHALLIT (JUNE 1999). “THE
COMPUTATIONAL COMPLEXITY OF SOME PROBLEMS OF LINEAR ALGEBRA”. In: J. Comput. System
Sci. 58.3, pp. 572-596.

FAUGERE, JEAN-CHARLES, MOHAB SAFEY EL DIN, AND PIERRE-JEAN SPAENLEHAUER (2010).
“COMPUTING LOCI OF RANK DEFECTS OF LINEAR MATRICES USING GROBNER BASES AND
APPLICATIONS TO CRYPTOLOGY". In: International Symposium on Symbolic and Algebraic
Computation, ISSAC 2010, Munich, Germany, July 25-28, 2010, pp. 257-264.



[3 GALLIGO, ANDRE (OCT. 1983). “COMPUTATION OF SOME HILBERT FUNCTIONS RELATED TO
SCHUBERT CALCULUS". In: Algebraic Geometry, Sitges (Barcelona, Spain), 1983. Ed. by
Gerald Welters Eduardo Casas-Alvero and Sebastian Xambo-Descamps. Vol. 1124.
Algebraic Geometry, Sitges (Barcelona, Spain), 1983. Document d’archive. Sebastian
Xambo-Descamps. Sitges, Spain: Springer, Berlin, pp. 79-97.

[ GESSEL, IRA AND DENNIS STANTON (1985). “SHORT PROOFS OF SAALSCHUTZ'S AND DIXON'S
THEOREMS”. In: Journal of Combinatorial Theory, Series A 38.1, pp. 87-90.

[§ GiusTi, M. (1984). “SOME EFFECTIVITY PROBLEMS IN POLYNOMIAL IDEAL THEORY”. In: Eurosam
84. Ed. by John Fitch. Vol. 174. Lecture Notes in Computer Science. Cambridge, 1984.
Berlin: Springer Berlin / Heidelberg, pp. 159-171.

[3 KiPNIS, AVIAD AND ADI SHAMIR (AUG. 1999). “CRYPTANALYSIS OF THE HFE PUBLIC KEY
CRYPTOSYSTEM BY RELINEARIZATION”. In: Advances in Cryptology - CRYPTO’99. Vol. 1666.
LNCS. Santa Barbara, California, USA: Springer, pp. 19-30.

[3 LazaARD, D. (1983). “GROBNER BASES, GAUSSIAN ELIMINATION AND RESOLUTION OF SYSTEMS OF
ALGEBRAIC EQUATIONS". In: Computer algebra. Vol. 162. LNCS. Proceedings Eurocal’83,
London, 1983. Berlin: Springer, pp. 146-156.



SUPPORT-MINORS HILBERT SERIES

Proposition Bardet, Bros, et al. (2020)

We fix dc = 1. Then HS(t) = [Zadxth] , With
dx N

dx , n\/m+i—1\/K+d,—i—1
ea= X0 () (") (S

aslongas1<dy<r+1.



DEGREE OF REGULARITY

Proposition
IfK=(m—r)(n—r)and d. < m—r, for generic SM instances,

drog < rD(min(m—dc,n) —r)+(D—1)K+1
rog (D =2) < r(min(m—dc,n) —r)+1
dyg® < rD(min(m,n) —r)+ (D —1)K+1
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