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a1 ' dim Al X Dy +p--F+praim X
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anl ‘- anm ant X b+ 4 apm X
2. Clear-cipher polynomial product and middle product.
O At
— AKX LD, AKX L

3. [Bostan et al., 2003] Tellegen's principle = Multi-point eval. via 2.

= MEvy : A {y1, o0 Ym} — (A1) o0 A(Ym )}

There is an algorithm computing MEv, in .2, (m)logm+ O(m) such that:

L.Dg (MEv, (L-Epk(A)’ {)/L ---y}/m})) = {A(yl)’ ""A(ym)}

Notation: 4, (d) is arith. cost of LHE poly. mult. of degree =d.
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2. Newton method: U; = B! mod Z?

U 1
(1) z{ Ui+1

Uy (2 - UkE) mod Z
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¥ Uo = 1
(V)= Ukyr = Uk(2—UkB) mod Z2*"*
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Fully homomorphic euclidean remainder

1. A(2)=B(2)Q(2)+ R(Z)Z™'= Q=B"1A mod Znm+

2. Homomorphic Newton method: U;= B~1 mod z?

- U =1
(U)= Uk+1 = kap(ﬁ—pgkxpé) mOdek+1

—

3. Q:U,x,_—,a modZ"_erlﬁﬁ:/z\—,:éX,:@ mod Z.

There is an algorithm computing % in 2.4¢(n—m)+ O(n) such that:

F.Dgi (F.Epi(A)%FF.Epi(B)) = R

Notation: #F(d) is arith. cost of FHE poly. mult. of degree <d.
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State of the art

@ % owns XcF, |[X|=n.

o L ownsYcF, |Y|=m.

e n>m.

@ Comm. Vol. : "number of field element sent".
°

Arith. Cost : "number of field operations".

Comm. Vol. | Arith. Cost .# | Arith. Cost #

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 12 /19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

Comm. Vol.

Arith. Cost .&#

Arith. Cost #

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

o X— Px(Z) =[] (Z-x)

xeX
Comm. Vol. | Arith. Cost # | Arith. Cost #
Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 12 /19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

o X— Px(Z) =[] (Z-x)

xeX

~ Px(y)=0eyeX

Comm. Vol.

Arith. Cost .&#

Arith. Cost #

Alexis GALAN Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.
~X— Px(Z)=[](Z-x)
xeX
~ Px(y)=0eyeX

. y,ifyeX
(yIX[_ (y)’ (y))j{o,lnyX

Comm. Vol. | Arith. Cost & | Arith. Cost

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 12 /19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.
~X— Px(Z)=[](Z-x)
xeX
~ Px(y)=0eyeX

. y,ifyeX
(yIX[_ (y)’ (y))j{o,lnyX

Comm. Vol. | Arith. Cost & | Arith. Cost
Frikken O(n) O(nm) O(n**e)

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 12 /19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

e [Davidson and Cid, 2017]: Bloom filter set representation and LHE
sum.

Comm. Vol. | Arith. Cost .# | Arith. Cost #
Frikken O(n) O(nm) O(n**e)

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 12 /19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.
e [Davidson and Cid, 2017]: Bloom filter set representation and LHE

sum.
Comm. Vol. | Arith. Cost .# | Arith. Cost #
Frikken O(n) O(nm) O(n**e)
Dav. & Cid O(n) O(m) O(n)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.
e [Davidson and Cid, 2017]: Bloom filter set representation and LHE

sum.

@ [Zhang et al., 2023]: Indexing intersection and oblivious transfer.

Comm. Vol. | Arith. Cost .# | Arith. Cost #
Frikken O(n) O(nm) O(n**e)
Dav. & Cid O(n) O(m) O(n)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

e [Davidson and Cid, 2017]: Bloom filter set representation and LHE
sum.

@ [Zhang et al., 2023]: Indexing intersection and oblivious transfer.

Comm. Vol. | Arith. Cost # | Arith. Cost £
Frikken O(n) O(nm) O(n**e)
Dav. & Cid O(n) O(m) O(n)
Zhang et al. O(n) O(n)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

e [Davidson and Cid, 2017]: Bloom filter set representation and LHE
sum.

@ [Zhang et al., 2023]: Indexing intersection and oblivious transfer.

@ [Tu et al., 2023]: Partitioned FHE polynomial evaluation and
oblivious transfer.

Comm. Vol. | Arith. Cost # | Arith. Cost £
Frikken O(n) O(nm) O(n**e)
Dav. & Cid O(n) O(m) O(n)
Zhang et al. O(n) O(n)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

e [Davidson and Cid, 2017]: Bloom filter set representation and LHE
sum.

@ [Zhang et al., 2023]: Indexing intersection and oblivious transfer.

o [Tu et al., 2023]: Partitioned FHE polynomial evaluation and
oblivious transfer.

A\Partitioning = leaky protocol...

Comm. Vol. | Arith. Cost . | Arith. Cost #
Frikken O(n) O(nm) O(n**€)
Dav. & Cid O(n) O(n)
Zhang et al. O(n) O(n)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



State of the art

Main ideas in different protocols

o [Frikken, 2007]: Polynomial set representation and LHE evaluation.

e [Davidson and Cid, 2017]: Bloom filter set representation and LHE
sum.

@ [Zhang et al., 2023]: Indexing intersection and oblivious transfer.

o [Tu et al., 2023]: Partitioned FHE polynomial evaluation and
oblivious transfer.

A\Partitioning = leaky protocol...

Comm. Vol. | Arith. Cost . | Arith. Cost #
Frikken O(n) O(nm) O(n**€)
Dav. & Cid O(n) O(n)
Zhang et al. O(n) O(n)
Tu et al. O(n**e)

Alexis GALAN

Optimal Communication Unbalanced Priv

March 6, 2024

12/19



Table of Contents

@ Optimal communication UPSU protocol

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 13 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, % owns YcCF.
o [ X|=n, |YI=m, n=m.

o

4 main ideas

@ Polynomial set representation.

mE = = = = (o}

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

o

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY

mE = = = = (o}

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

o

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY

@ Degree reduction : FHE remainder.

mE = = = = (o}

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, % owns YcCF.
o [ X|=n, |YI=m, n=m.

o

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY

@ Degree reduction : FHE remainder.
R — Px%FPy; (deg(R) < m)

mE = = = = (o}

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, % owns YcCF.
o [ X|=n, |YI=m, n=m.

o

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY

@ Degree reduction : FHE remainder.
R — Px%FPy; (deg(R) < m)
@ Security and bridge between FHE and LHE : random masking.

mE = = = = (o}

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY

@ Degree reduction : FHE remainder.
R «— Px%f Py; (deg(R) < m)
@ Security and bridge between FHE and LHE : random masking.
H—R+g M; M; (deg(M)=m-1)

= = = = =

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY
@ Degree reduction : FHE remainder.

R Px%Py: (deg(R) < m)
@ Security and bridge between FHE and LHE : random masking.
H—R+g M; M; (deg(M)=m-1)

@ LHE multi-point evaluation.

= —_— = = =

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Construction of our protocol

@ % owns XcF, & owns Y cF.

o [ X|=n, |YI=m, n=m.

4 main ideas

@ Polynomial set representation.
Px(Z) = T1 (Z-x); Py(Z2)=T1 (Z-y):;

xeX yeY
@ Degree reduction : FHE remainder.

R «— Px%f Py; (deg(R) < m)
@ Security and bridge between FHE and LHE : random masking.
H—R+g M; M; (deg(M)=m-1)
@ LHE multi-point evaluation.

(y)=0eyeX;

= —_— = = =

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 14 /19



Optimal communication UPSU protocol

% (X'=1{x1, ..., xn}, PkE, ski, pky ) y (Y =1y1,... ymh Pk, skr, PkE)
Px =TI(Z - x;) Py =TI(Z-yi)

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 15 /19



Optimal communication UPSU protocol

% (X'=1{x1, ..., xn}, PkE, ski, pky ) y (Y =1y1,... ymh Pk, skr, PkE)
Px =TI(Z - x;) Py =TI(Z-yi)

P —_—
A Py — F.Epk;(Py)
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Optimal communication UPSU protocol

% (X'=1{x1, ..., xn}, PkE, ski, pky ) y (Y =1y1,... ymh Pk, skr, PkE)
Px =T1(Z - xi) Py =TI(Z - yi)

M random mask Py — F.Epi (Py)

M L. EpkL(M)

M —F. Eka(M)

R — IDX%FPY

He—R+eM

I
<)
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Optimal communication UPSU protocol

% (X'=1{x1, ..., xn}, PkE, ski, pky ) y (Y =1y1,... ymh Pk, skr, PkE)
Px =T1(Z - x;) Py =T1(Z - i)
Py — F.Epk-(Py)

M random mask
M L. Ep, (M)

W F.Epie (M)
R — Px%¢ Py
HeR+eM LY H=R+M<—F.Dy,(H)

thit — MEVv(H,Y)
{71} — MEv, (M, Y)
{ri} —{hi—L mi}
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Optimal communication UPSU protocol

% (X = {X]_,...,Xn},ka,SkL,pkL) y (Y = {y]_,...,ym},pkL,SkF,ka)
Px =T1(Z - x;) Py =TI(Z - yi)
Py — F.Epk-(Py)

M random mask
M L. Ep, (M)

W F.Epie (M)
R — Px%pPy
HeR+gM LY H=R+M<—F.Dy,(H)

{hi} — MEv(H,Y)
{71} — MEv, (M, Y)
{ri} —{hi—L mi}

(G {0} —Ayixer}
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Py — F.Epk-(Py)

M random mask
M L. Ep, (M)

W F.Epie (M)
R — Px%¢ Py
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Optimal communication UPSU protocol

% (X'=1{x1, ..., xn}, PkE, ski, pky ) y (Y =1y1,... ymh Pk, skr, PkE)
Px =T1(Z - x;) Py =T1(Z - i)
Py — F.Epk-(Py)

M random mask
M L. Ep, (M)

W F.Epie (M)
R — Px%¢ Py
HeR+eM LY H=R+M<—F.Dy,(H)

{hi} — MEv(H,Y)
{71} — MEv, (M, Y)
{7y —{hi— M}
{(rp)t = LD (7o)t g5y )
0 =>1
{rl#o =>VYi= .01

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 15 /19



Table of Contents

© Conclusion : ours protocol asymptotic

Alexis GALAN Optimal Communication Unbalanced Priv March 6, 2024 16 /19



Comparison to the state of the art

Our protocol Asymptotic

e Communication volume : O(m).
o Arithmetic cost for & : .4 (m)logm+ O(m) e O(m'*).
o Arithmetic cost for 2 : 3.4r(n—m)+ O(n) € O(n'*¢).
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Our protocol Asymptotic
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@ Arithmetic cost for & :
@ Arithmetic cost for Z :

Ay (m)logm+ O(m) € O(m'*e).
SMr(n—m)+O(n) e O(n**¢).

Comm. Vol. | Arith. Cost & | Arith. Cost Z | Security
Frikken O(n) O(nm) O(n**€) Vv
Dav. & Cid O(n) O(m) O(n) Vv
Zhang et al. O(n) O(n) v
Tu et al. O(m**e) O(n**®)
Ours O(m) O(m'*¢) O(n**e) v
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