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Networks are pervasive

social network

traffic network

chemical network

brain network
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Network (graph) structured data are pervasive

activities in brain regions properties of atoms
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Learning with graph-structured data
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Exciting possibilities enabled by graph learning

fake news detection
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. Twitter buys Al startup founded by Imperial
The spread of true and false news online academic to tackle fake news

Vosoughi et al., “The spread of true and false news online,” Science, 2018.
Monti et al., “Fake news detection on social media using geometric deep learning,” ICLR Workshop, 2019. 5/36



Exciting possibilities enabled by graph learning

drug discovery

FINANCIAL TIMES
Artificial intelligence
Al discovers antibiotics to treat drug-resistant
diseases pmE © e

Scientists discover powerful
antibiotic using Al

Stokes et al., “A deep learning approach to antibiotic discovery,” Cell, 2020.
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Exciting possibilities enabled by graph learning

traffic prediction

Google Maps ETA Improvements Around the World
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Derrow-Pinion et al., “ETA Prediction with Graph Neural Networks in Google Maps,” CIKM, 2021. 7/36
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Limitation and open questions
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One main limitation

e need accurate, deterministic, a
priori known graph structure

e susceptible to structural
perturbation

Two open questions

e when are graph models robust
under domain perturbation?

e how is robustness related to
structural change?
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Outline

e Brief introduction to spectral graph filters
e Interpretable stability bounds for spectral graph filters

e Further results on robustness of graph machine learning models
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Outline

e Brief introduction to spectral graph filters
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Graphs

e key concepts
- vertices

- edges (binary or weighted, undirected
V9 or directed)

G=1{V,E&}
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Graphs

G=1{V,E&}

e key concepts

vertices

edges (binary or weighted, undirected
or directed)

graph Laplacian (combinatorial or
normalised)

L=D-W

N[

Lyorm = DZ(D — W)D

| | Ao 0
Xo Xy
| | 0 AN-1

10/36



Graphs

ring ring
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Graph signal processing

G ={V,&}
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Graph signal processing
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Graph signal processing

RN
e Fourier-like analysis
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Graph signal processing
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e Fourier-like analysis
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Graph signal processing
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e Fourier-like analysis
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Graph spectral filtering

N N—-1

GFT:  f(0) = (xe, /) =D _xi(D)f(i) 1GFT:  f(i) = Y f(O)xe(d)

1=1 £=0
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Graph spectral filtering

N N—-1

GFT:  f(0) = (xe, /) =D _xi(D)f(i) 1GFT:  f(i) = Y f(O)xe(d)
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Graph spectral filtering

N
GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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Graph spectral filtering

N
GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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Graph spectral filtering

GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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Graph spectral filtering

N
GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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Graph spectral filtering
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Convolution on graphs

classical convolution convolution on graphs
time domain E spatial (node) domain

(f gt / f(t—7)g L frg=xg(MXTf = (L)
frequency domain E graph spectral domain

(f*g)(w) = f(w)-g(w) L x9N = (" f)og) (M)
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Convolution on graphs

classical convolution convolution on graphs
time domain E spatial (node) domain
E X X convolution
(f *g)(t / ft—1)g v frg=xg(M)x f=g(0)f _ filer
= filtering

1)

frequency domain : graph spectral domain

(f*g)(w) = f(w)-g(w) L x9N = (" f)og) (M)
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Convolutional neural

Feature maps

Convolutions

networks on graphs

Subsampling Convolutions Subsampling Fully connected

J

Input graph signals " Feature extraction - Classification - Output signals

e.g. bags of words

Fr-
<2

Convolutional layers

Fully connected layers e.g. labels

Graph coarsening

Graph signal filtering \&. 4
1. Convolution () '. 3. Sub-sampling
2. Non-linear activation % 4. Pooling

0=XA <A<Am_, [ )

Defferrard et al., “Convolutional neural networks on graphs with fast localized spectral filtering,” NIPS, 2016.
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Convolutional neural

Feature maps

Convolutions

networks on graphs

Subsampling Convolutions Subsampling Fully connected

J

Input graph signals " Feature extraction - Classification - Output signals

e.g. bags of words

Convolutional layers

Fully connected layers e.g. labels

Graph signal filtering
1. Convolution
2. Non-linear activation

Graph coarsening

() 3. Sub-sampling
% 4. Pooling

0=A\ <A< Ay, o

Defferrard et al., “Convolutional neural networks on graphs with fast localized spectral filtering,” NIPS, 2016.
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Outline

e Brief introduction to spectral graph filters

e Interpretable stability bounds for spectral graph filters
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Problem formulation
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Problem formulation
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Problem formulation

com
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Objectives

how filter output changes
under perturbation

lgo (L, x) — go(Lp, x)||2

¢l

impact of structural
properties of perturbation
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Problem formulation

to ce (o Ce
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Setting
e . . L,x)—go(L,,x
e stability via relative output distance: 196 (L, )H ’9‘9( p:X)|l2
X|]2
o filter parameters 0 fixed ) .
1 ifu=wv
o filter defined via normalised Laplacian: Ly, ={ === ifu~wvandu+#v
e edge deletions/additions (0 otherwise

e error (perturbation) matrix: E=L, — L
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Main result

L)x — go(L,)x A~ AT Ly, dy — A7
Lop(2pe 020 Pl < go(L) - go(Ly)la < B < Cmage {2 + iy (124 ) |

|x]|2 ueV

Levie et al., “On the transferability of spectral graph filters,” SampTA, 20109.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.
Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021. 19/36



Main result

L)x — go(L,)x A7 AT Ly, dy — A7
USRS QUSRS g0 (L) = gally ) < OB < Cmae { 2+ —2i o+ (22 |

oo : . L)x — L o
- by definition of filter distance: max 190 (L)% — go(Lp)X|l2 def |96 (L) — go(Lyp)||2

¢l

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.
Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021. 19/36



Main result

L)x — go(L,)x A7 AT Ly, dy — A7
oo 2 o ele < go(E) = ga(Ey)e < ClIBJa < € moge { 22 + =it (24 ) |

|x]|2 ueV

.o : _ L)x — L o
by definition of filter distance: nax 196 )XHXﬁZ( p)X[l2 def lgo (L) — go(Ly)||2

by linear stability of spectral graph filters [Leviel9, Kenlay20,21]

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.
Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021. 19/36



Main result

%

(S[

||ge(L)X_99(LP)XH2 Sng(L)—gH( )H2 [C’E2<Cmax{ A; + AZ_ _|_< Qly, )duAuB

g (L)x — go(Lip)X|l2 der

lg0(L) — go(Lyp)||2

by definition of filter distance: max
by linear stability of spectral graph filters [Leviel9, Kenlay20,21]

by linking norm of error matrix to structural change [Kenlay21]

Interpretation: stability of spectral graph filters in terms of
structural properties of graph and edges added/deleted

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.
Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021. 19/36



Linear stability of spectral graph filters
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Linear stability of spectral graph filters

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A—}
< L) — L < ClE|, < C C u u
B < llgo(B) =90 (Lp)llo < CliBlle < Oz T5=+ " ¥\ 10, ) Vs,

Consider low-pass filter g(\) = (1 4+ o)) ™!
Proof Let X =1, +aL and Y =1, + aL, then

19(L) — g(Ly)ll2 = [IX7F =Y Hl2 = |XTH(Y = X)Y ]2

< IXTHRAY THRIX = Y2 < [X = Y|z = of|[L — L2
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Linear stability of spectral graph filters

L)x — go(L,)x A7 AT Ly, dy — A7
Lop(2pe — o020 Xl < lgo(E) = gu(Ep)lla < Bl < Cmay { e + i+ (24 ) |

1|2 ueV

Consider low-pass filter g(\) = (1 4+ o)) ™!
Proof Let X =1, +aL and Y =1, + aL, then

19(L) — g(Ly)ll2 = [IX7H =Y 2 = [[X7HY = X)Y |2

< IXTHRAY THRIX = Y2 < [X = Y|z = of|[L — L2

Table 1. Examples of linearly stable graph filters used for machine learning.

Filter Functional form GSO Stability constant C' Use
Polynomial filter Zf:o % AiI;x -1, Zle k|0 | Chebynet (Defferrard et al., 2016)
Low-pass filter (1+aX)™! L a Low-pass filtering (Ramakrishna et al., 2020)
Monomial NS D! AD ! - K Simple GCN (Wu et al., 2019)
Identity A [) LeAD ¢ 1 GCN (Kipf & Welling, 2017)
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Bounding error w.r.t. structural change

Ix1]2

o
C?)\:. 03\ AuapuaRu
S NV A A,
a /
.?,/ \ du? du
cx.) a.) 5 5/
U ¥ u
original graph ay,

e

c?)\:‘ CI)\

perturbed graph

< [lgo(L) — go(Lp)[l2 <|C|Eljz < C'max

. veEN U{u}

Oy,

{ A'L_l, n 0 +( )du_A'L_l,
ueV | Vdyby  +/d0 1l —ay/) dydy

: sets of added /deleted /remained neighbours of u
: #edges deleted /added at u
: degree of u before/after

: smallest degree of neighbours of u before/after

max
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Bounding error w.r.t. structural change

Ay AT o dy — A,
< L) —go(L < C|E|2 <C = = = = =
e < g1) — 0o (L2 <[l < Cmax{ <2+ 2 (2 ) Some |

0. c’:\ Ay, Dy, Ry - sets of added/deleted /remained neighbours of u
gb——.?.\\. -~ g—8 A~ Al : #edges deleted/added at u
.!./co dy,d., : degree of u before/after
& & du, 0., : smallest degree of neighbours of u before/after
original graph a, J\I?ax{ \ |A:}L — A7|/d,
veEN Uiu
o . &
RO AY=1,A; =1
CD__“\ z—ﬂ) L / L
!/c?: \ d, =4,d, =4
| e ou = 1,0, =1

perturbed graph a, = 0.2
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Bounding error w.r.t. structural change

A AF o dy — Ay
< L) —go(L < C|E|2 <C = = < < -
P < go(L) - o (L) <GBl < O { e+ 2 (e ) S|

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[
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Bounding error w.r.t. structural change

lgo(L)x — go (Lp)x||2 { Ay a7 ( %L)du—AE}
< L) — gy(L < C||E||s £C —
HXHQ = ”99( ) 90( p)HZ = H HZ = %1635( 7.5, + FTY + — o, 7.0,

u-u

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[

1 1 1 1
2. [|Buli= ) dudv+z¢m+g;|m_ — |

vED,, vEA, u v

22/36



Bounding error w.r.t. structural change

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A~ }
< L) - <|C|E|; £C = Y u
HXHQ = ”99( ) ( )||2 || HQ mea% 4.0, + Y + 1 — o, ,—duéu

u-u

ldea 1. IIEII§SHEH1HEHOO = ||E[: < [|E[l = max|[Ey|h

vED,

L, S 1 L
dd, & Vdud, /d,d,
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d.0,

vED, U
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Bounding error w.r.t. structural change

lgo(L)x — go (Lp)x||2 { Ay a7 ( %L)du—AJ}
< L) — gy(L < C||E||s £C —
HX”Q = Hg@( ) 90( p)||2 = || HZ = %lea% 7.5, + FTY + — o, 7.0,

u-u

Idea 1. |[E|j; <|[E[1][El| =8> |[E[]z < |[E[}; = max||Eq||;

uey
2. [|Buli= )

vED,
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Vdud, |\ dyd, S VA, \/dd,
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Bounding error w.r.t. structural change

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A~ }
< L) — gy(L < C|E| <C ! C u
HX”Q = Hg@( ) 90( p)||2 = || HZ = %lea% 7.5, + FTY + — o, —du&u

u-u

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[

1 1 1 1
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veA, u@o B ETR,, u Wy

veED,, u v
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Special case: double edge rewiring

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A~ }
< — go(LL < C|E|, <C C: U &
1%l < llge(L) — go(Lyp)ll2 <|C[Ells < C'max —= @Ef%l—au =
AZLL = A, =71y
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Special case: double edge rewiring

g0 (L)x — go(Lp)x||2 o
HXHQ < ||99(L) — gH(Lp)HQ < CHEHQ < Cfileal)} \/m
Afj = A, =Ty
00O _ () do=d,
O-O ®
Oty =
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Interpretable stability bounds

190 (L)x — go(Lp)x||2 Ay B ay \ du— Ay
— E, |1 <

Interpretation A perturbation would cause small change in filter output if ma\>2<||Eu||1
uec
is small
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Interpretable stability bounds

190 (L)x — go(Lp)x||2 Ay B ay \ du— Ay
— E, |1 <

Interpretation A perturbation would cause small change in filter output if ma\>2<||Eu||1
uec
is small

e small [|E.|[1 for one node mp add/delete edges at high-degree nodes
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Interpretable stability bounds

190 (L)x — go(Lp)x||2 Ay B ay \ du— Ay
— E, |1 <

Interpretation A perturbation would cause small change in filter output if ma\>2<||Eu||1
uec
is small

e small [|E.|[1 for one node mp add/delete edges at high-degree nodes

e small [|E.|[1 for all nodes mm perturbation distributed across graph
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Experimental setting

Az At ay ) du — Ay
< llgo(L) — go(Lp)|[2 < C|E|[2 < Cmax{ + i ( ) }

(S[ ueV

PROTEINS ENZYMES

Perturbation strategies

e Add: random add

e Delete: random delete

e Add/Delete: random add/delete
e Rewire: double edge rewiring

e Robust: minimise ||E||;

e PGD: maximise relative output
distance
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Analysis of stability bounds

L)x — go(L,)x A, AF Uy, dy — A7
LR o |0) — gofEy)la < OBl < Cma { T2+ Dy (2 ) e}

10 .
[ Reg 1 PROTEINS B SBM [ 1 ER

[ 1 WS [0 ENZYMES [ ] Assortative [__1 BA

Add Delete Add/Delete Rewire Robust PGD
Perturbation strategy

Filter distance / Relative output distance
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Analysis of stability bounds

|go(L)x — QG(LP)X||2 A, A’l—,il,_ Qqy dy — Ay
< _ < ClEll,| < ¢m
< llgo(L) = go(Lip)ll2 < C|[E|}z < C'max 75 A ) Vi

[ Reg A PROTEINS BB SBM [ ER
7T A [ 1 WS [ ENZYMES [_] Assortative [__1 BA

|E||, / Filter distance

Add Delete Add/Delete Rewire Robust PGD
Perturbation strategy
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Analysis of stability bounds

A- At aw \ dy — A
< Jlgs(L) — g5 (L >||2<c||Eu2<0max{ «_ B +( ) }
X 2
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Perturbation strategy
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Analysis of relative output distance

L)x — gg(Ly)x A, Ay S Tt
lgs(L) ”Xf pXl2| o)~ ge(L >||2<0|IE||2<Cm£5<{ * +( ) }
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2 g S e Bl e,

Add Delete Add/Delete Rew1re Robust PGD
Perturbation strategy
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Analysis of perturbation examples

PGD Robust

—— Edge addition !
——— Edge deletion

Figure 4. Perturbations of BA graphs (n = 50). The original and
both perturbed graphs have a diameter of 5. The size of the node
1s proportional to the node degree.
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Analysis of perturbation examples

PGD Robust
— Edge addition \ P
®
——— Edge deletion [
) [ ]
[} L L

Figure 5. Perturbations of 3-regular graphs (n = 50).
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Outline

e Brief introduction to spectral graph filters
e Interpretable stability bounds for spectral graph filters

e Further results on robustness of graph machine learning models
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Stability results on GNNs

e GCN and SGCN: GNNs based on spectral graph filters

e Normalised augmented adjacency matrix + double edge rewiring

GCN SGCN
X = g(AX Do) Y = softmax(A¥XO)
L
X - X g < Vd L]0V ) |ARXO - AXX®||F < Vd KO
~ ~ 7 N - ~ ~ SGCN output change data model st
GCN output change data model tural change
2R,

Els < max

ueV \/(dy +7) (0 + 7)

Kenlay et al., “On the stability of graph convolutional neural networks under edge rewiring,” IEEE ICASSP, 2021.
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Patterns of adversarial attacks on GNNs

e Topological attacks on graph classifiers

e Common structural patterns of successful attacks

PROTEINS+GCN: clustered adversarial perturbation

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021. 34/36



Patterns of adversarial attacks on GNNs

e Topological attacks on graph classifiers

e Common structural patterns of successful attacks

Twitter+GCN: attack low-degree nodes

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021. 34/36



Patterns of adversarial attacks on GNNs

e Topological attacks on graph classifiers

e Common structural patterns of successful attacks

IMDB-B+GCN: modify/destroy communities

-
-
-~
S

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021. 34/36



Structure-aware robustness certificates

e Certified robustness on graph classification against topological attacks

e Quality of certificates depends on relative importance of substructure

Osselin et al., “Structure-aware robustness certificates for graph classification,” MLG Workshop, 2022. 35/36



Summary

e Stability of graph signal processing and machine learning models is an
important problem

e Many open questions on robustness of graph models: data collection,
model selection, training & inference

o Structural properties of the domain (and perturbation) often provide
useful insight

e Interdisciplinary area connecting signal processing and machine learning
with graph theory, geometry and topology
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